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Notice	and	Disclaimer	of	Liability	Concerning	the	Use	of	AMTSO	Documents	

This	document	is	published	with	the	understanding	that	AMTSO	members	are	supplying	this	information	
for	general	educational	purposes	only.		No	professional	engineering	or	any	other	professional	services	or	
advice	 is	being	offered	hereby.	 	Therefore,	you	must	use	your	own	skill	and	judgment	when	reviewing	
this	document	and	not	solely	rely	on	the	information	provided	herein.	

AMTSO	believes	that	the	information	in	this	document	is	accurate	as	of	the	date	of	publication	although	
it	has	not	verified	its	accuracy	or	determined	if	there	are	any	errors.		Further,	such	information	is	subject	
to	change	without	notice	and	AMTSO	is	under	no	obligation	to	provide	any	updates	or	corrections.	

You	understand	and	agree	that	 this	document	 is	provided	to	you	exclusively	on	an	as-is	basis	without	
any	representations	or	warranties	of	any	kind	whether	express,	 implied	or	statutory.	 	Without	 limiting	
the	 foregoing,	 AMTSO	 expressly	 disclaims	 all	 warranties	 of	 merchantability,	 non-infringement,	
continuous	operation,	completeness,	quality,	accuracy	and	fitness	for	a	particular	purpose.	

In	no	event	shall	AMTSO	be	liable	for	any	damages	or	losses	of	any	kind	(including,	without	limitation,	
any	 lost	 profits,	 lost	 data	 or	 business	 interruption)	 arising	 directly	 or	 indirectly	 out	 of	 any	 use	 of	 this	
document	 including,	 without	 limitation,	 any	 direct,	 indirect,	 special,	 incidental,	 consequential,	
exemplary	 and	 punitive	 damages	 regardless	 of	 whether	 any	 person	 or	 entity	 was	 advised	 of	 the	
possibility	of	such	damages.		

This	document	 is	protected	by	AMTSO’s	 intellectual	property	rights	and	may	be	additionally	protected	
by	the	intellectual	property	rights	of	others.				
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The	Fundamental	Principles	of	Testing	
The	following	represent	a	summary	of	the	principles	applicable	to	anti-malware	testing	that	should	be	
followed	by	testers,	publications	and	vendors.	These	principles	are	based	on	our	belief	that	everybody	
involved	 in	 such	 testing	must	 behave	 ethically,	 test	 properly	 and	 communicate	 in	 a	 fair	 and	 accurate	
way.	For	additional	information,	please	review	guidelines	for	each	item	included	below.			

1. Testing	must	not	endanger	the	public.		

2. Testing	must	be	unbiased.			

3. Testing	should	be	reasonably	open	and	transparent.		

4. The	effectiveness	and	performance	of	anti-malware	products	must	be	measured	 in	a	balanced	
way.		

5. Testers	 must	 take	 reasonable	 care	 to	 validate	 whether	 test	 samples	 or	 test	 cases	 have	 been	
accurately	classified	as	malicious,	innocent	or	invalid.		

6. Testing	methodology	must	be	consistent	with	the	testing	purpose.		

7. The	conclusions	of	a	test	must	be	based	on	the	test	results.		

8. Test	results	should	be	statistically	valid.		

9. Vendors,	 testers	 and	 publishers	 must	 have	 an	 active	 contact	 point	 for	 testing	 related	
correspondence.			
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Guidelines	to	the		
Fundamental	Principles	of	Testing	

Principle	1:	Testing	must	not	endanger	the	public.		

This	principle	is	fundamental	to	the	charter	and	purpose	of	AMTSO	and	each	of	its	members.	The	public	
has	 the	 right	 to	 expect	 that	 the	 development	 and	 sale	 of	 anti-malware	 products,	 the	 review	 of	 such	
products	 and	 publication	 of	 those	 reviews	 are	 all	 done,	 fundamentally,	 to	 protect	 them.	 Thus,	 the	
foremost	principle	of	testing	anti-malware	products	is	that	neither	the	products	nor	the	related	testing	
should	endanger	the	public.	In	furtherance	of	this	principle,	testers	must	follow	appropriate	procedures	
to	avoid	accidental	 release	of	 samples	at	all	 times.	 In	addition,	new	malware	must	not	be	created	 for	
testing	purposes.			

Q.		What	are	considered	to	be	“appropriate	procedures”?		

A.			 It	is	expected	that	any	testing	environment	will	utilize	industry-standard	best	practices	to	ensure	
that	malware	samples	are	not	accidentally	released	and	that	risks	to	the	public	are	avoided.		

Q.	What	is	meant	by	“creation	of	new	malware”?		

A.		 This	reference	has	historically	referred	to	the	creation	of	new	viruses	or	strains	of	malware,	one	
objection	being	based	on	the	principle	that	there	are	more	than	enough	samples	available	in	the	
wild	 for	 everyone.	 This	mandate	has	 been	 complicated	by	 introduction	of	 packers	 and	 virtual	
machines,	 inviting	 the	 question	 as	 to	 whether	 utilizing	 these	 vehicles	 could	 be	 deemed	 to	
change	the	characteristics	of	pre-existing	malware	to	the	point	that	it	could	be	deemed	“new.”		
There	are	 legitimate	reasons	to	change	existing	malware	characteristics	 for	 testing	purposes	–	
this	 principle	 is	 not	 included	 in	 order	 to	 preclude	 such	 testing.	 To	 be	 clear,	 however,	 this	
principle	 is	 included	 to	 demonstrate	 unanimous	 disapproval	 by	 AMTSO	 of	 the	 idea	 of	 the	
creation	 of	 new	 viruses	 or	 other	 malware	 and	 the	 related	 risk	 to	 the	 public.	 If	 you	 wish	 to	
contact	AMTSO	about	these	matters	please	send	an	 inquiry	to	principles@amtso.org	 for	more	
information.		

Principle	2:	Testing	must	be	unbiased.	

We	believe	that	anti-malware	testing,	by	its	nature,	should	be	unbiased	–	each	product	must	be	treated	
equally.	Whether	the	test	 is	commissioned	by	a	vendor	to	support	a	marketing	message	or	by	a	major	
magazine	to	run	a	story	on	product	efficacy,	 it	 is	 the	obligation	of	the	tester	to	conduct	the	test	 in	an	
ethical	manner,	and	to	present	truthful	and	unbiased	results.		

There	are	many	circumstances	where	vendors	may	provide	financial	incentives	to	a	publication	or	tester.	
These	incentives	are	neither	unusual	nor	by	definition	unethical,	and	may	be	obtained	through	testing	
commissions	 or	 advertising	 revenue,	 for	 instance.	 Although	 generally	 innocuous,	 to	 avoid	 the	
appearance	of	 impropriety,	we	believe	 that	 these	 relationships,	when	significant,	 should	be	disclosed.	
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Thus,	to	meet	this	Principle	2,	we	encourage	testers	and	publishers	to	publicly	disclose	the	existence	of	
any	such	significant	financial	relationships	with	a	reviewed	party	or	affiliate.		

Q.	What	would	constitute	a	significant	financial	incentive?		

A.		 The	 intent	 of	 this	 principle	 is	 to	 avoid	 bias	 and	 conflicts	 of	 interest	 in	 product	 testing	 and	
reporting.	Thus,	 this	disclosure	should	 include	any	relationship	that	could	potentially	 influence	
the	tester,	including:	(i)	whether	the	publication	or	tester	has	received	revenue	from	a	vendor	or	
affiliate	with	regard	to	any	particular	test,	and	(ii)	whether	the	publication	or	tester	receives	a	
significant	 portion	 of	 its	 overall	 revenue	 from	 a	 particular	 vendor.	While	 testers	 are	 asked	 to	
disclose	the	source	of	their	samples	in	the	testing	details,	provision	of	samples	in	general	is	not	
considered	a	financial	incentive.			

Q.	How	should	this	disclosure	be	made?			

A.			 Ideally,	each	tester	and	publication	will	provide	this	disclosure	as	a	footnote	to	each	published	
report,	or	will	provide	a	link	or	other	reference	to	where	such	information	can	be	found.			

Principle	3:		Testing	should	be	reasonably	open	and	transparent.		

AMTSO	 recognizes	 that	 some	 publications	may	 not	 be	 always	 comfortable	with	 the	 disclosure	 of	 the	
methodology	 of	 published	 tests.	 However,	 AMTSO	 feels	 strongly	 that	 having	 open	 and	 transparent	
testing	 is	 critical	 to	 enforcement	 of	 these	 fundamental	 principles,	 and	 to	 ensuring	 reliability	 and	
consistency	in	anti-malware	testing.	As	a	result,	we	believe	that	any	test	released	to	the	public	must	be	
accompanied	by,	or	reference	the	location	of,	details	regarding	the	test	and	testing	methodology.		

Details	regarding	the	specific	test	should	include	the	following	information:			

1. Which	solutions	were	tested?		

2. How	were	the	solutions	obtained	and	updated?		

3. How	were	the	samples	or	test	cases	obtained	and	validated?		(See	also	principle	5.)		

4. What	versions	of	the	products	were	used?			

5. What	product	settings/configurations	were	used?	

6. When	and	under	what	conditions	was	the	test	conducted?		

7. What	 environment	 was	 the	 test	 conducted	 in?	 (for	 example,	 the	 operating	
system/environment	version,	service	packs	applied,	and	other	programs	that	were	
running	at	the	time)?		

Details	regarding	the	specific	testing	methodology	should	include	the	following	information:			

1. How	were	the	test	samples	or	test	cases	selected?		

2. What	were	the	sources	of	malicious	and	innocent	samples	or	test	cases?		
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3. How	were	the	malicious	and	innocent	samples	or	test	cases	applied?			

4. How	was	the	response	of	the	solutions	measured?		

5. Was	 the	 test	 “apples	 to	 apples”	 (comparing	 products	 of	 similar	 type	 and	
functionality),	or	“apples	to	oranges”	(comparing	products	of	significantly	different	
type	and/or	functionality)?		

6. If	“apples	to	oranges”,	how	were	the	various	solutions	compared?		

7. How	were	the	results	calculated	and	interpreted?		

Q.		Where	should	the	test	and	testing	methodology	be	disclosed?			

A.			 Ideally,	this	information	will	be	included	in	the	published	report,	either	in	the	body	of	the	report	
or	by	a	 link	 to	 the	 relevant	 information.	 If	publications	are	unable	or	unwilling	 to	 include	 this	
information,	 testers	 can	 themselves	 make	 this	 information	 available	 on	 their	 website	 with	 a	
reference	to	a	specific	or	general	test.		

Q.	Must	testers	provide	feedback	and/or	samples	to	vendors?		

A.	 	No.	However,	 AMTSO	encourages	 testers	 to	 provide	 vendors	with	 constructive	 and	 adequate	
feedback	 in	a	timely	 fashion	about	specific	 faults	and	deficiencies	 (e.g.	crashes,	 false	positives,	
false	negatives,	etc.)	This	 feedback	can	be	 in	 the	 form	of	 technical	details,	 reproduction	steps,	
log	files,	memory	dumps,	samples,	etc.		

Principle	4:		The	effectiveness	and	performance	of	anti-malware	products	must	be	
measured	in	a	balanced	way.		

It	 is	 difficult	 –	 and	 can	 be	 misleading	 –	 to	 summarize	 product	 efficacy	 with	 a	 single	 measurement.	
Testers	are	encouraged	to	present	multiple	measurements	of	product	performance	in	different	areas	in	
order	to	allow	users	to	make	an	informed	decision.		

For	instance,	testers	should	appropriately	balance	false	negative	and	false	positive	test	cases.		A	product	
that	is	successful	at	detecting	a	high	percentage	of	malware	but	suffers	from	a	high	false	positive	rate,	
may	not	be	“better”	than	a	solution	which	catches	less	malware	but	which	generates	less	false	positives.		

Principle	5:	 	Testers	must	take	reasonable	care	to	validate	whether	test	samples	
or	test	cases	have	been	accurately	classified	as	malicious,	innocent	or	invalid.		

It	 has	 often	 been	 the	 case	 that	 seemingly	 reliable	 testing	 results	 are,	 in	 fact,	 not	 valid,	 because	 the	
samples	used	 in	 the	 tests	were	misclassified.	For	example,	 if	a	 tester	determines	 that	a	product	has	a	
high	 rate	 of	 false	 positives,	 that	 result	 could	 be	 wrong	 if	 some	 samples	 were	 wrongly	 classified	 as	
innocent.	Thus,	it	is	our	position	that	reasonable	care	must	be	taken	to	properly	categorize	test	samples	
or	test	cases,	and	we	especially	encourage	testers	to	revalidate	test	samples	or	test	cases	that	appear	to	
have	caused	false	negative	or	false	positive	results.			
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Similarly,	care	should	be	 taken	to	 identify	samples	 that	are	corrupted,	non-viable	or	 that	may	only	be	
malicious	in	certain	environments	and	conditions.		

Principle	6:	Testing	methodology	must	be	consistent	with	the	testing	purpose.			

Tests	 must	 address	 the	 intended	 or	 stated	 purpose	 of	 the	 publisher’s	 related	 review	 or	 article.	 We	
believe	that	publishers	should	state	the	objective	of	their	tests	clearly,	and	that	test	methodology	should	
be	consistent	with	the	stated	test	objective.	(For	example,	publishing	test	results	in	a	consumer-targeted	
magazine	without	making	it	clear	that	the	test	was	conducted	on	corporate	products	because	this	does	
not	simulate	target	user	experience.)		

For	additional	reference,	David	Harley	has	published	a	paper	that	analyses	 in	detail	the	problems	with	
one	 test	 that	 displayed	 a	 certain	 inconsistency	 between	 the	 test	 objective	 described	 and	 the	
methodology	used.			

See	http://geekpeninsula.files.wordpress.com/2013/09/av_comparative_guide.pdf	

Principle	7:	The	conclusions	of	a	test	must	be	based	on	the	test	results.		

This	principle	addresses	a	common	high	level	problem	with	publishing	conclusions	alongside	testing	data	
that	are	not	supported	by	those	data.	(For	example,	drawing	broad	and/or	inaccurate	conclusions	from	
narrow	test	data.)		

Principle	8:	Test	results	should	be	statistically	valid.		

Testers	 should	 use	 a	 sufficient	 quantity	 of	 test	 samples,	 test	 cases	 or	 scenarios	 for	 results	 to	 be	
statistically	sound.	 In	addition,	the	tester’s	analysis	of	measurement	errors	 is	 important	and	should	be	
published.	In	general,	AMTSO	recommends	using	as	many	test	scenarios	as	possible.		

For	 additional	 reference,	 Igor	 Muttik	 has	 published	 a	 paper	 that	 analyses	 in	 detail	 how	 insufficient	
quantity	of	samples	or	test	cases	can	produce	random	test	results.			

See	http://publications.muttik.net/avar2001-cookingacomparative.pdf	

Principle	9:	Vendors,	testers	and	publishers	must	have	an	active	contact	point	for	
testing	related	correspondence.		

An	 “active	 contact	 point”	 is	 a	 current	 and	 monitored	 point	 of	 accessibility	 (via	 phone,	 fax	 or	 email)	
provided	by	vendors,	PR	departments,	 testers	and	publishers.	Relevant	 correspondence	 regarding	 the	
subject	 product,	 test	 or	 testing	methodology	 should	 be	 answered	 by	 the	 vendor,	 tester	 or	 publisher	
within	a	reasonable	timeframe.	

______________________________________________________________________________	

This	document	was	adopted	by	AMTSO	on	October	31,	2008	


