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1. Introduction 

Dedicated modules for online payments are designed to secure users’ finances and personal 
data and to protect them from Cybercrime. They raise the level of protection for banking 
services and online transactions, offering greater assurance that money and sensitive infor-
mation remain safe. By using solutions recommended by AVLab Cybersecurity Foundation, 
the risk of a successful cyber-attack can be significantly reduced. 
 
Most modern antivirus software for Windows 11 and macOS already offers a basic level of 
protection for online banking and payments. This usually includes technologies such as anti-
phishing, anti-malware, anti-keylogger, anti-screenlogger, blocking untrusted applications 
and scripts, detecting changes to DNS servers and other mechanisms. Some developers, 
however, take it a step further. They create a special module to protect the operating sys-
tem during online payments and other important, confidential operations. 
 
The main objective of our test was to evaluate how well these dedicated modules defend 
against attacks on online banking regardless of the initial protocol or vector used by a cyber-
attacker. We performed our analysis with created malicious software in a simulated sce-
nario, where the attackers’ goal was to steal information from a device protected by antivi-
rus software while the dedicated online-banking protection mode was active. 
 
In this edition of the test, we chose to simulate delivery via a messenger (Telegram), sending 
the victim a malicious file disguised as a trusted application from a “familiar contact” (e.g. a 
beta version of a new game supposedly written by a friend). Similar attacks can occur using 
any messenger. Delivering malware in this way is the most significant. It bypasses the 
browser and some basic layers of protection. This gives attackers a slight advantage, but it 
also offers a clearer view of the interaction between malware and security technology. 
 
All tests were conducted on Windows 11 with its default security settings — a standard envi-
ronment without additional hardening, reflecting the normal configuration used by home 
and office users. 
 



2. Participations 

The test will include consumer products from selected vendors, based on their relevance to 
the markets or user-bases on which we focus. In each case, the latest version available on 
the test commencement date will be used. 

We plan to test the following solutions: 

• Avast Free Antivirus or Avast Premium Security + Avast Secure Browser 

• Bitdefender Total Security + Bitdefender Safepay 

• Comodo Internet Security + Comodo Secure Shopping 

• Eset Smart Security + Eset Safe Banking & Browsing 

• F-secure Total + F-Secure Secure Browsing 

• G Data Total Protection + G Data BankGuard 

• Kaspersky Total Protection + Kaspersky Safe Money 

• Microsoft Defender + Application Guard + Windows Sandbox 

• mks Internet Security + mks Safe Browser 

• Norton Antivirus Plus 

• Quick Heal Total Security + Quick Heal Safe Browser 

• Sophos Home 

• Trend Micro Internet Security + Trend Micro Pay Guard 

Tested solutions contain at least default configuration of the product or it is enhanced (hard-
ened) at the request of a developer. We inform about the changed configuration in the test 
summary. 

Tested solutions have uninterrupted access to the Internet throughout the test to take ad-
vantage of cloud technologies.  

Tests are carried out in Windows 11 Pro 25H2. The configuration includes supported brows-
ers along with an add-on for the browser from a developer (if a developer supports such in-
tegration). 

Automatic Windows updates are disabled for the duration of the test. The system update is 
done manually between editions of the test so that there is no unexpected issue with the 
operating system, as this might somehow mess up the carrying out of the test. 

At the special request, any developer can participate in the test. We usually test software on 
default settings or those suggested by a developer which will be publicly announced. We 
provide the possibility of carrying out private tests if a developer wants to include a product 
in the test on the revised configuration or wants to test a new feature and get the conclu-
sions from technical analysis. 

Developers that are included in the test can access the test information under the same con-
ditions as regular test participants. The difference is that we will not have all the necessary 
logs that a software developer may require because it requires consultation beforehand. In 
such cases, we rely on our own logs from Sysmon.  



 

3. Methodology and Strategy 
The method was developed following the Anti-Malware Testing Standard Organization’s 
guidelines. This ensures that all developers are treated in the same way and given time 
to review the logs provided and verify the results. 
 
All tests are performed on Windows 11 25H2 with its default security settings, representing a 
standard environment without additional hardening, as typically used in normal user config-
urations. 
 

 

We created and downloaded malware to the system using a common instant messenger (1) 
and a less popular protocol (2) for spreading threats. This is different from threats that go 
through browsers or email. The task for the tested solutions with the banking mode running 
in the background was to detect and stop an attack at any stage: before launching, after 
starting, or after establishing a connection to the server controlled by a hacker. 

(1) https://www.kaspersky.com/about/press-releases/kaspersky-uncovers-global-telegram-
malicious-campaign-targeting-fintech-users 
(2) https://ffnews.com/newsarticle/fintech/kaspersky-detected-a-new-remote-access-tro-
jan-targeting-financial-institutions-through-skype-messenger/  

We followed the scenario below: 

1. We're trying to inject malware into the system and activate it. The antivirus solution is on 
and running in the background with the default settings or other settings described in the 
post-test report. 

2. This will activate the module that protects online payments. The protection can be acti-
vated in two ways, depending on the solution that is tested: automatically when entering a 
bank's website, or manually by a user. 

https://www.kaspersky.com/about/press-releases/kaspersky-uncovers-global-telegram-malicious-campaign-targeting-fintech-users
https://www.kaspersky.com/about/press-releases/kaspersky-uncovers-global-telegram-malicious-campaign-targeting-fintech-users
https://ffnews.com/newsarticle/fintech/kaspersky-detected-a-new-remote-access-trojan-targeting-financial-institutions-through-skype-messenger/
https://ffnews.com/newsarticle/fintech/kaspersky-detected-a-new-remote-access-trojan-targeting-financial-institutions-through-skype-messenger/


3. Look at how the protection solution reacts and what the attacker was able to get. Repeat 
this step for all test scenarios. 

4. We make our own conclusions and evaluate the product on its own merits. 

 

3.1. Test scenarios overview 

In the following scenarios, we used the .NET language to simulate the operation of malware 
that can perform specific operations, such as keylogging, clipboard swapping, capturing 
screenshots, and sending data and logs to a server controlled by testers to verify the correct 
operation of the malware. During this time, the antivirus software runs in the background 
with the default settings or other settings, if specified in the report. We also turned on spe-
cial tools to protect banking or so-called secure browsers. In this mode, we tested how well 
these tools could stop hackers from stealing data and recorded the results for each one.  

1. Clipboard Hijacking Simulation 
Evaluate the ability of security controls to detect attempts to intercept and exfiltrate 
sensitive data copied to the system clipboard. 
 

2. Clipboard Swapping Simulation 
Test how protections respond to malicious replacement of clipboard content (e.g. 
payment or crypto addresses) combined with simulated exfiltration. 
 

3. Keystroke Capture Simulation 
Assess detection of input-capture techniques by simulating real keylogging behaviour 
and collecting real user data. 
 

4. Screen Capture Simulation 
Verify if security products can flag attempts to take repeated screenshots of the 
desktop and transmit them externally. 
 

5. File Discovery & Exfiltration Simulation 
Simulate an adversary enumerating directories and attempting to transfer discovered 
files to an external location. 
 

6. Remote Access & User Activity Visibility 
Measure the visibility of remote control tools (RustDesk) running on endpoints and 
their interaction with the user’s desktop. 
 

7. File System Tampering & Ransomware-like Activity 
Simulate ransomware behaviour by mass-renaming files, creating ransom-note 
artefacts and altering timestamps, with actual encryption. 
 

8. Persistence Artefact Simulation (Registry, Startup, Scheduled Tasks) 
Generate typical AutoStart artefacts in the system registry, startup folder, and Task 
Scheduler to test whether they are detected as persistence mechanisms. 



Additionally, verify their presence and operation after a system reboot. 
 

9. Click-to-Compromise Social Engineering Simulation 
Recreate a phishing scenario where a fake system prompt persuades the user to 
execute code, testing social-engineering defenses rather than exploiting real 
vulnerabilities. 

All scenarios are harmless simulations run in a controlled environment to generate artefacts 
typical of malware techniques. No real user data was collected or encrypted. 

 Scenario (simula-
tion) and short de-
scription 

Expected arte-
facts 

User Im-
pact 

What user would 
see? 

MITRE Phase Extraction & 
Transfer to 
External 
Server 

MITRE ID 

1 Clipboard Hijacking 
Simulation 

Saved clip-
board logs on 
the FTP server 

High No visible symp-
toms (background 
process). 

Collection Yes T1115: Clip-
board Data 

2 Clipboard Swapping 
Simulation 

Log with modi-
fied clipboard 
as evidence 

Medium User might notice 
that the copied ad-
dress is different 
when pasting. 

Collection, 
Credential Ac-
cess 

Yes T1115: Clip-
board Data 

3 Keystroke Capture 
Simulation 

Keystrokes rec-
orded in the 
log 

High No visible symp-
toms (background 
activity). 

Collection, In-
put Capture 

Yes T1056.001: In-
put Capture: 
Keylogging 

4 Screen Capture 
Simulation 

Screenshots 
taken 

Medium No visible symp-
toms ( screenshots 
taken silently in the 
background). 

Collection, 
Screen Cap-
ture 

Yes T1113: Screen 
Capture 

5 File Discovery & Ex-
filtration Simulation 

Log with ac-
tions on files 

Medium Potential impact 
(loss of data) only 
visible after the 
fact; no on-screen 
indication during 
the activity. 

Discovery, Ex-
filtration 

Yes T1083: File and 
Directory Dis-
covery  
 
T1048: Exfiltra-
tion Over Alter-
native Protocol 

6 Remote Access & 
User Activity Visibil-
ity 

Available user 
desktop pre-
view 

Low User may notice an 
active remote ses-
sion or someone 
controlling the 
desktop. 

Command & 
Control 

n/a T1219: Remote 
Access Soft-
ware 

7 File System Tam-
pering & Ransom-
ware-like Activity 

Renamed files, 
encrypted files 

High Visible changes to 
files and directo-
ries; may look like 
ransomware activ-
ity. 

Impact n/a T1486: Data En-
crypted for Im-
pact 

8 Persistence Arte-
fact Simulation 
(Registry, Startup, 
Scheduled Tasks) 

Added actions 
to AutoStart 
(HKCU\Run, 
Task Schedule, 
Startup folder, 
and log with 
completed 
tasks) 

Medium No visible symp-
toms at creation 
time; autostart ar-
tefacts added si-
lently in the back-
ground. 

Persistence Yes T1547.001: 
Boot or Logon 
Autostart Exe-
cution: Registry 
Run 
Keys/Startup 
Folder 
 
T1053: Sched-
uled Task/Job 

9 Click-to-Compro-
mise: Social Engi-
neering Simulation 

Test files, 
HKCU key, out-
bound beacon, 
process entry 
and alerts. 

High A fake system or in-
staller window with 
a prompt to click 
and install. 

Initial Access, 
Execution 

Yes T1204: User Ex-
ecution 

 



4. Opt-Out Policy 

Developers included in the test may opt out by providing a reason. Each request will be re-
viewed individually and may be denied in the interest of maintaining transparency and en-
suring that the software is tested over a sufficient period to achieve the best possible under-
standing of the market for solutions that protect online banking sessions and secure online 
purchases. 
 

5. Disclosure Conflict of Interest 

In a contentious situation, e.g. in the case of failing to block a malware sample, after provid-
ing the logs, a developer may refer to the results by expressing his opinion and presenting 
appropriate counterarguments. 

Possible errors may occur either on the side of the Tester who will be obliged to fix them in 
the future, or on the side of a developer who should update the software. 

In such disputable situations, after agreement of both parties, the Tester may remove the 
questionable part of samples from the test, or will not publish the results for the software, 
or will publish the results under an anonymous software name. 
 

6. Funding 

We do not charge vendors for participation in the tests. A fee applies only when a vendor re-
quests detailed technical information or permission to use the certification. On request, we 
also offer paid additional services such as extended consultations, testing of beta/pre-re-
lease versions, and closed or non-public tests. 

 
7. Environment 

Tests are carried out using virtual machines based on Windows 11 25H2 Pro. Each machine 
has allocated 8 GB of RAM, 70GB of NVMe drive, and 2 to 4 cores of the physical processor. 
In the Windows 11 environment, Sysmon is installed with the driver altitude set to 244999 
for capturing Windows events.  

 
8. Distribution of test data 

The collected telemetry data from the test is used to resolve contentious cases and fix errors 
related to security software. We usually upload all logs and malware samples used in the 
test, if a developer requires it. If not, we limit ourselves only to samples and logs that relate 
to contentious cases.  

 

10. Schedule 

Testing stages: 
 

1. Invitations for the test: October 28, 2025. 



2. Talk about technical details: October 29 – November 10, 2025. 
3. Testing: November 11, 2025 – December 2025. 
4. Technical feedback: December 2025. 
5. Report publication and Certification issue: December 2025 / January 2026. 

 
11. Risks and Risk Management 

A developer who keeps threat statistics, makes them publicly available, creates educational 
or statistical materials based on them, should (but does not have to) exclude telemetry data 
from our technical backend by recognizing the IP address of the server or as otherwise ac-
ceptable to both parties. 

 

12. Connectivity Validation 

Confirmation of communication of the tested software with the developer’s is carried out by 
the Tester using publicly available malicious URLs or using a set of tools from AMTSO. A de-
veloper may indicate any other method confirming the proper communication of the soft-
ware with its infrastructure. 
 
Logging:  

Developers may require specific logs or enable features to obtain more detailed telemetry 
data from testing. In such cases, a developer should contact the Tester to propose an addi-
tional configuration. 

Updates:  

Tested software is configured to download an update of signature database every hour. 
Once a day, an automatic update of all tested products is carried out, and during this time 
software can additionally update its files to a newer version. 

 

13. Scoring Process 

Only software that stops all attacks will be awarded the appropriate certificate. 
 

14. Dispute Process 

In case of dispute over a malware sample, a developer within 10 days of providing the basic 
telemetry data should respond to the submitted test information. It is worth a developer to 
verify a checksum of a threat in its infrastructure and look at logs from the testing applica-
tion installed in the Tester's infrastructure – this is proof of the result.  



The submission of more detailed telemetry data by the Tester is not mandatory. Both parties 
should be interested in clarifying the inaccuracies, however, the Tester may charge a fee for 
additional consultation and detailed logs. 

 

15. Attestations 
I understand and agree that I am submitting this Test Plan, and the following Attestations, on be-
half of the entity listed below, and I represent and warrant that I have authority to bind such en-
tity to these Attestations. All references to “I” or “me” or similar language refer to such entity. I 
represent and warrant that the following Attestations are true, to the best of my knowledge and 
belief, and each of the following commitments will be upheld to the best of my ability. 

1. I will provide public notification on the AMTSO website covering my obligation for notifi-
cation of a Public Test, regardless of whether a potential Participant is in actual receipt of 
such notification prior to the Commencement Date of a Test. 
  

2. All products included in this Test will be analyzed fairly and equally.  
 

3. I will disclose any anticipated or known imbalance or inequity in the Test design to all 
Participants in the Test.  
 

4. Although I may charge for participation in a Test, I will not charge any additional fees for 
a vendor to be a test subject under the Standards. 
 

5. I will disclose any material conflicts of interest or other information that could materially 
impact the reliability of the Test. 
 

6. I will disclose how the Test was funded. 

I hereby affirm, to the best of my knowledge and belief that this Test Plan complies with 
the AMTSO Testing Standards, as of the date hereof. 
 

Signature: /s/  Adrian Ścibor 
 
Name: Adrian Ścibor 
 
Test Lab: AVLab Cybersecurity Foundation 
 
AMTSO Test ID: [AMTSO-LS1-TP168] 

 


