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Tester’s Test Plan Title 
Venak Security Sandbox Evaluation Test – June 2026 

AMTSO Standard Compliance Statement 
This Test has been designed to comply with the Anti-Malware Testing Standards 

Organization, Inc. (“AMTSO”) Testing Protocol Standard for the Testing of Anti-Malware 

Solutions. This Test Plan has been prepared in alignment with the AMTSO Sandbox 

Evaluation Framework Version 1.0. Venak Security Test Lab is solely responsible for the 

content of this Test Plan. 

AMTSO Test ID: AMTSO-LS1-TP204 

1. Introduction 
This Test Plan outlines Venak Security Test Lab’s June 2026 Sandbox Evaluation of malware 

analysis and sandboxing solutions. 

The objective is to evaluate the detection, behavioral analysis, anti-evasion, reporting, 

automation, and scalability capabilities of selected sandbox platforms against curated 

malware, phishing, exploit, and evasive attack samples. 

The testing methodology is designed to be repeatable, transparent, and compliant with 

AMTSO testing standards. 

2. Scope 
This test focuses on Malware Sandbox and Dynamic Analysis Capabilities. 

Products Under Test (Sandbox Solutions): 

• OPSWAT MetaDefender 

• VMRay TotalInsight 

• Malwation THREAT.ZONE 

• ANY.RUN Malware Sandbox 

• ReversingLabs Spectra Analyze 

• Check Point SandBlast 

  

  



Versioning Policy: Latest publicly available version as of June 1, 2026. 

Threat Types Include: 

• AI-generated zero-day ransomware  

• AI-generated infostealer  

• Zero-day DLL sideloading exploit  

• Packed and obfuscated AI-generated malware  

• Evasive malware samples  

3. Methodology and Strategy 
The evaluation methodology follows the AMTSO Sandbox Evaluation Framework Version 

1.0. 

The test assesses sandbox effectiveness across the following KPI categories: 

• Analysis Capability 

• Anti-Evasion Technology 

• Speed / Throughput / Scale 

• Reporting and Threat Intelligence 

• Integrations and Automation 

• Security, Deployment and Maintenance 

• False Negative 

Samples will include AI-generated malware simulations, Exe payloads, DLL exploit, packed 

binaries, and evasive malware. 

All samples will be validated prior to testing. 

4. Participation 
Vendors: Listed in Section 2. 

Opt-Out Policy: Vendors may opt out by providing written notice by June 1, 2026. 

Notification Date: May 26, 2026. 

Funding: Self-funded by Venak Security. No vendor sponsorship or participation fees. 

Conflict of Interest: None identified. 

 

 



5. Environment 
Configuration: 

• Based on Vendor Choice 

Sample Provenance: Proprietary AI Malware Simulator and curated malware datasets. 

Geographic Focus: Global. 

All samples validated prior to execution. 

6. Schedule 
Milestone Date 

AMTSO Notification Published May 26, 2026 

Vendor Opt-Out Deadline June 9, 2026 

Vendor Configuration Confirmation Period June 1–5, 2026 

Test Period June 1–15, 2026 

Preliminary Results Shared June 18, 2026 

Draft Report Delivery June 22, 2026 

Dispute Window June 22–29, 2026 

Final Report Published July 3, 2026 

7. Control Procedures 
• Internet connectivity verified before testing 

• Logs and telemetry collected Automatically / manually 

• Default vendor update settings maintained 

• Independent VM reset between executions 

• Sample integrity verification before submission 

8. Dependencies 
Vendors must confirm installation defaults and connectivity. 

Configuration validation period: June 1–5, 2026. 

Benchmark tooling must remain operational throughout testing. 



9. Scoring Process 
Each sandbox solution will be scored across the AMTSO KPI categories. 

Scoring will follow the weighted evaluation methodology described in the AMTSO Sandbox 

Evaluation Framework Version 1.0. 

This evaluation will primarily follow the “Focus on Zero-Day Detection” weighting profile. 

10. Dispute Process 
Dispute Window: June 22–29, 2026. 

Written disputes must include technical evidence. 

• Basic evidence: hashes, logs, screenshots 

• Advanced evidence: PCAPs, memory traces, behavioral analysis artifacts 

11. Attestations 
I, NIMA BAGHERI, representing Venak Security Test Lab, hereby attest that: 

• Public test notification is posted to the AMTSO website 

• All vendors are treated equally 

• No vendor paid to participate 

• No conflicts of interest exist 

• This test is fully self-funded by Venak Security 

Signature: /s/ NIMA BAGHERI 

Name: NIMA BAGHERI 

Test Lab: Venak Security Test Lab 

Website: https://venaksecurity.com 

Email: info@venaksecurity.com 

Date: May 26, 2026 

AMTSO Test ID: AMTSO-LS1-TP204 


